Kak 3alluTMTHLCA OT MOLUEHHUKOB: npocCTblie npaBuna

PacnpocTpaHeHHbIn cnoco® OeACTBUM MOLUEHHUKOB: OHM OBMaHHbLIM MyTeEM
nonyvyalrT AdaHHble ONs AOoCTyna K JIMYHbIM KabuHeTaM M MNpUIIOXKEHUSIM.
Mcnonb3ysa HeMpOTEXHONOrMM, CNocobHblI NoaaenbiBaTh akkayHTbl U ronoca,
co3faBas BNaeocoobLLeHus, CreHepupoBaHHbIe NCKYCCTBEHHbIM
WHTENNEKTOM, OT MMEHW BallMX 3HAKOMbIX W pykoBoauTenen. 3advacTyto
MOLLUEHHUKN MNPEeaCTaBnsAlTCSA COTPYAHUKAMWU  PasfinyHbIX  Cnyx6 wvnu
npegnararT (QUHaHCOBblE BbIMIPLIWN. [aHHbIM NOAXOO4 W3BECTEH KakK
coumnanbHasa uHXeHepusa. BOT HECKONbKO COBETOB, KOTOpPble MOMOryT BaMm
3alUTUTBCA OT MOLLEHHUKOB:

» byabTe 6auTenbHbl: ECnn pasroBop KaXeTcsa nogo3puUTeSibHbIM, 3aBepLunTe
ero u Nepes3BoHNTE B OpraHmn3aunio no oduumansHbiM HOMeEpam.

* [NpoBepsanTe cnocod cea3n: MOLIEHHNKM YaCcTO UCNOMb3YOT MECCEHIKEPDI,
TOorga Kak HacTosilwme npeacrtaBuTenm He 3BOHAT 4depe3 WhatsApp wnn
Telegram.

* He coobwanTte norvHbl 1 naponun: Yutamte HasHa4yeHMe CMC-KOAOB U He
Aenutecb OTBETaMUM Ha KOHTPOSIbHbIE BOMPOCHI.

» Cnegute 3a akTyanbHOCTbO HOMepa: YbeauTtecb, YTO HOMEpP, K KOTOPOMY
NPUBA3aH akkayHT, aKTyareH.

* Vicnonbaynte cnoxhole naponu: MeHanTe nx peryndapHo v nogkrnodanTe
OBYX(aKTOpHYI ayTeHTUUKaLmio.

* [TpoBepsanTe agpec CTpaHuubl: Ybeamtech, YTO cauT — 3TO odmumnanbHbIi
pecypc (Hanpumep, gosuslugi.ru).

locycnyrn obecneunBaloT 3aWmUTy, HO 3MIOYMbILUSIEHHUK MOXET MNOMyYnTb
OOCTYNn TOMbKO MpW nepefjaye BamMuv HeobxoaAuMbIX AaHHbIX. byabTte
BHMMATESbHbI N 3alinanTe CBOU AaHHbIE.

C pononHutenbHon wuwHdoOpMaunen no Teme JUYHON WHAOPMAaLMOHHON
6Ge3onacHoCTM, B TOM 4ucrie no 3deKTMBHOMY pacno3HaBaHUIO 3BOHKOB
MOLLEHHUKOB, MOXHO O3HaKOMUTbLCA Ha Crneaylwmx MHGPOPMaUMOHHbIX
pecypcax:

Pasgen «KubepbesonacHoctb — 9TO npoctol» Ha EauHom noptane
rocygapcTBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHuua B cetn «MHTepHeT» — https://knbep3ox.pd/;



Mepbl no obecnevyeHuto 6ezonacHocTu MHopmauum

XOoTM HanoMHUTb BaM O MpaBunax kubepbe3onacHOCTU, KOTopble MOMOryT
3alMTUTL HalM AaHHble OT yrpoa. loxanyicrta, OyabTe 6auMTenbHbl Npu
paboTe C ONEeKTPOHHOM noyToW. BoOT npocTble pekomMeHAauuMuM Mo
npenoTBpaLleHnto yrpo3 6e30nacHOCT MHopMaLUN:

1. MNMpoBepanTe agpeca 3MEeKTPOHHOM MOYThbl OTNpaBUTENd, Jaxe ecrnivu UMs
COBMagaeT C U3BECTHbIM KOHTaKTOM.

2. He oTKpblBanTe NMCbMa 1 YaTbl OT HEN3BECTHbLIX OTMPaBUTESNEN.

3. OCTOPOXXHO OTHOCUTECH K MUCbMaM C Npu3biBamu K 4ENCTBUSIM UM TEMaMU
0 (pyHaHcax 1 yrposax.

4. He nepexoauTe No ccbifikam B NMCbMax, 0COB6EHHO eCn OHW KOPOTKME UIKn
MCMNONb3YT COKpaLlaTenu.

5. He oTKpbIBanTe BMOXEHNA C NOAO3PUTENbHLIMU paclumnmpeHnamm (.zip, .js,
.exe U T. 4.) U AOKYMeHTaMu C MakpocamMm.

6. He nogknioyanTe HEU3BECTHble BHELWHWE HocuTenn WHJOpPMaunn K
KOMMbOTEPAM.

7. Wcnonb3ynte HagexHble naponu, cosgaBas MX C HecTaHO4apTHbIMU
KOMOMHaLNAMM CUMBOJSIOB.

[Mpy nonyyYyeHnn NOAO3PUTESIbHBIX MMCEM 00paTUTE BHUMAHUE:

- 3HaKOM N1 BaM OTnpaBuUTeNb?

- MNpwucytcTytoT v URL-cebinkun?

- ECTb N1 BNoXeHne ¢ paclumpeHnsamu .zip, .js, .exe?

- MpocuT nNn hann BKNIYUTL NOJLAEPKKY MAKPOCOB?

Ecnu ecTb COMHEHUSA N XOTb YTO-TO B MMCbME BbI3bIBAET Yy Bac Nogo3peHne, 10
BeJIMKa BEPOATHOCTb, YTO 3TO (PULLINHT.

C pononHuTenbHoM uHOpPMauMen no Teme JIMYHOM WHGOPMALVNOHHOM
H6esonacHocTK, B TOM Yncre no aheKTMBHOMY pacno3HaBaHmio OULLNHIOBbIX
NMCeM, MOXHO O3HAaKOMUTbLCSH Ha crneayrLlwmx MHPOPMaLUVOHHBIX pecypcax:

Pasgen «KubepbesonacHoctb — 91O npoctol» Ha EauHOM noptane
rocygapcTBeHHbIX yenyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHuua B cetn «MHTepHeT» — https://knbep3ox.pd/;



PekomeHgauuu no 3awurte Y4YeTHbIX 3anucen

Ona Toro, 4TobGbl 3aWMTUTL CBOW akkayHT cobntoganTte cnegylowime
pekomMeHaauuu:

1 CosgaBante CrnoXHble MNaponu AOfMHOM He MeHee 12 CUMMBOMOB C
KomMOuHaumen 6yks, LMdp 1 cneumanbHbiX CMMBOMOB. V3berante npocTbiX m
nerko yragblBaeMblX Naposien.

2 He ncnonb3ynte oguMH N TOT Xe naposib AN pasHblX yYeTHbIX 3anucemn.
CospgaBanTe yHUKanbHble Naponn Ansa KaXKaon BaXKHON Y4ETHON 3anuncu.

3 PerynapHO MeHanTe naponn kaxable 3-6 mecsiueB M OOHOBNAWTE UX NpU
NOLO3PEHUM HA YTEUKY.

4 Wcnonb3ynte HaOexHble MeHeKepbl naponen Ons X XpaHeHus wu
ynpaBrieHus.

5 AKTUBMpPYNTE ABYXAAKTOPHY ayTeHTudukauunio (2FA) Ha BCex AOCTYMHbIX
nnatdopmax.

6 ObHoBNANTE NApPoOnM NPV CMEHE COTPYLAHMKOB UNKU NX POSien 1 crneauTte 3a
ynpassfieHneM JOCTYMOM.

7 Tpun xpaHeHun napons Ha oM3n4eckoM Hocuterne, ybeamTecb, YTO MECTO
ero xpaHeHus abcontoTHO B6e3onacHo.

C pononHutenbHon wHdoOpMaunen no Teme JUYHON WHAOPMALMOHHON
GesonacHOCTM, B TOM 4uCNe MO CO34aHUI0 HaLEeXHbIX naponen wu
aPPeKTMBHOMY  pacrno3HaBaHU  UWIMHIA B MHTEPHETe,  MOXHO
03HaKOMUTLCA Ha crnegyLwmx MHPOPMALMOHHLIX pecypcax:

Pasgen «KubepbesonacHocTb — 91O npoctol» Ha EguHoMm noptane
rocygapctBeHHbIx ycnyr — https://www.gosuslugi.ru/cybersecurity;
JleHguHroBas ctpaHuua B cetn «MHTepHeT» — https://knbep3ox.pd/;



